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September S, 2002

Senator Emest Hollings
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman,

This responds to your letter to me of August 1, 2002. I wanted to answer your question
on my views about whether and how to arm flight deck crews operating commercial aircraft.
The balance of the questions in your letter will be addressed by separate correspondence, which
will send you later this week.

After [ began work as the Acting Under Secretary at the Transportation Security
Administration (TSA), and following the vote in July by the House of Representatives
supporting a program to arm pilots with lethal weapons, Secretary Mineta asked me to review the
range of issues associated with a voluntary deployment of guns in the cockpit. His concern and
mine is, above dll, to ensure the safety of airline passengers and crew. I have finished my review
and wanted to share my conclusions and concerns with you while the discussion continues in the
Congress.

Our review included significant outreach in which we sought counsel from airlines,
pilots, airports, the FAA and numerous federal law enforcement agencies, including the FBI,
Secret Service and ATF. The study team evaluated a range of deployment and training options
and numerous associated policy and budget issues. The review was intended to reach general
conclusions and also to outline the elements of the general protocols to be followed if a decision
was made to arm pilots. A core assumption of pending legislation, and also of our review, was
that any program would be carried out by volunteer pilots who would receive training consistent
with the designation as armed Federal Flight Deck Officers.

We concluded that if legislation is passed authorizing a program to arm pilots with lethal
weapons, it would be preferable if pilots were individually issued lockboxes that would be used
to transport their weapons to and from the aircraft. They would be trained on weapon use and
their responsibilities under the program, and subject to periodic evaluation. The pilots would be
responsible for maintenance and proper care of the weapon. We determined that the alternative
program design -- having general use weapons stored aboard an aircraft and maintained by a
cadre of airline employees -- poses greater security risks, operational complexity and cost.

Many of the federal law enforcement experts we consulted continue to have significant
concerns about arming pilots with either lethal or non-lethal weapons. The airline industry
shares these concerns. The Board of Directors of the Air Transport Association has sent
Secretary Mineta a letter signed by twenty-one airline chief executive officers urging a cautious
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approach to arming pilots and outlining their concerns (attached). We agree that there are literally
dozens of issues that would need to be resolved as part of a program involving lethal weapons.
Let me mention a few such issues or questions:

Training curricula and program design. We estimate that some 85,000 pilots may be
eligible for the program authorized by the House. In order to avoid significant safety and
security risk, a detailed, effective training program must be designed from scratch and tested.
This must include firearms training and safety instruction. It would include classroom training
on numerous issues, such as airport security procedures that would be established for airline
employees to carry weapons through airports, and the legal liability and responsibilities of
employees and airlines when a weapon is carried on duty and off duty, It must include specific
training about the circumstances under which the weapon may be used onboard the aircraft and
outside the aircraft at airports and within the community at large, It must establish protocols and
communications tools to coordinate a pilot's responsibilities with those of Federal Air Marshals
and other law enforcement officers authorized to travel armed. It is possible that special training
facilities would be needed for high-volume training, so that the program could incorporate at

least some practice in a simulated aircraft environment, such as is provided to our Federal Air
Marshals.

Cockpit modifications. In order to allow ready access to the weapon in the cockpit
while securing it appropriately, it would be necessary to install special sleeves for the weapons in
each cockpit. Obviously each different aircraft will raise different design and installation

considerations. It would be necessary for TSA, the airlines and aircraft manufacturers to assess
these issues in more detail,

Coordination with other nations and international airlines. There are numerous
thorny issues that must be resolved with foreign nations and foreign airlines. For example, pilots
flying international routes for a U.S. carrier must comply with gun control laws abroad. In order
to avoid conflict, TSA, with the support of other federal agencies, would need to undertake
extensive coordination with countries around the globe to clarify rights and responsibilities of
airline employees traveling armed. Would we authorize the employees of foreign air carriers to
participate in this program? Would we provide reciprocal access to the U.S, if other nations
design similar programs to arm pilots? What type of background investigation would be possible
and necessary? Who would pay?

Complying with state and local gun control laws. We have only begun to assess the
issues associated with complying with state and local gun control laws. Our review suggests that
some meaningful legal work and coordination would be an early task for the program.

Legal liability. There are numerous and complex issues of legal liability that need
careful, thorough review. These relate to the pilots, flight crews, other airline employees, the
airlines, airports, vendors supporting the program and individuals who provide training to the
pilots participating in the program.

A large support organization. A worldwide program of this size would require sizable
staff and support, Existing TSA headquarters functions would be considerably stretched in order
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to manage the program, track the inventory of federal weapons and investigate accidental
weapon discharges, program operation and public complaints.

Cost. Our preliminary estimate is that a program involving all commercial pilots could
cost up to $900 million for the start-up and some $250 million annually thereafter. Of course
these estimates must be refined to reflect details of an actual program, including the possibility
that fewer than all commercial pilots will participate. These estimates do not include any
projections for necessary cockpit modifications to accommodate ready access to the firearms.
The total program costs may vary widely according to program design decisions, but any
program open to all pilots would be very expensive. TSA’s current budget does not allow for
further work in this area, which raises the question of who will bear the cost of this potentially
expensive prograin. '

I am convinced that if there is to be responsible legislation establishing a program to
allow guns in the cockpit, it must address the numerous safety, security, cost and operational
issues raised by TSA’s review, and should enable us to implement the program in a methodical,
careful, and pragmatic manner. ‘

I remain committed to working with the Senate and the House of Representatives on this
important issue. I have provided an identical copy oi“ this letter to Senator McCain. Thank you
for your interest and leadership in this matter and I ldok forward to our hearing next Tuesday.

Very Respectfully,




